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(54) Non-volatile semiconductor memory 

(57) A non-volatile semiconductor memory includes 
a certification data storage portion storing certification 
data, a password storage portion storing a password, a 
decision circuit deciding whether a password included 
in an address signal is identical to the password stored 
in the password storage portion, and an output control 
portion controlling readout of the certification data from 
the certification data storage portion according to a 
decision by the decision circuit. 
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Description 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

[0001] The present invention relates to semicon- 
ductor memories and in particular to non-volatile semi- 
conductor memories having a security function. 

2. Description of the Related Art 

[0002] A conventional non-volatile semiconductor 
memory with a security function has an OTP (One Time 
Program or Protect) region where a pass-word, an ID 
number and the like are stored, and programmed data 
cannot be rewritten semi-permanently. Therefore an ille- 
gal rewrite, for example whereby the data programmed 
previously in OTP region are rewritten with information 
from other devices by an illegal user, is prevented. 
[0003] However,on the access to this region; only 
the rewrite is impossible and the readout operation is 
possible for all users. Accordingly, since the data settled 
in the region can be read out by an illegal user, there is 
a serious problem in respect to the security. 
[0004] Therefore, it seems to be most effective to 
forbid the readout of the data in the above OTP region 
by unauthorized users, thus preventing the above illegal 
copying. However, a method using a password is gener- 
ally proposed as a way to forbid the readout of the data. 
In this method, it is decided in the device whether the 
password is correct or not when a user inputs a pass- 
word before he accesses the desired data. Then the 
access is forbidden if it is decided that the password is 
not correct. On the other hand, the access is permitted 
if it is decided that the password is correct. 
[0005] However, a problem in the above method 
using a password is that the password is broken easily. 
Namely if a password with 8 bits is used for example, 
there are only 256 possible combinations that can be 
used as the password. In such a case, an illegal user 
can break the password easily by trying to input all the 
combinations in turn. 

[0006] Hence, if we try to use a more complicated 
password having more bits, it is required that a semi- 
conductor memory has an extremely large circuit size. 
As seen above, when the conventional security method 
is applied to semiconductor memories, a trade-off 
between complexity of the password and the circuit size 
is necessary. 

SUMMARY OF THE INVENTION 

[0007] It is a general object of the present invention 
to provide a novel and useful non-volatile semiconduc- 
tor memory wherein the foregoing problems are elimi- 
nated. 

[0008] A more specific object of the present inven- 



tion is to provide a non-volatile semiconductor memory 
having a more effective security function. 
[0009] The above objects of the present invention 
are achieved by a non-volatile semiconductor memory 

5 including a certification data storage portion storing cer- 
tification data, a password storage portion storing a 
password, a decision circuit deciding whether a pass- 
word included in an address signal is identical to the 
password stored in the password storage portion, and 

10 an output control portion controlling readout of the certi- 
fication data from said certification data storage portion 
according a decision by said decision circuit. 
[0010] According to the present invention, the non- 
volatile semiconductor memory can achieve an 

15 improved security function without increasing the circuit 
scale. 

[0011] Other objects and further features of the 
present invention will become apparent from the follow- 
ing detailed description when read in conjunction with 
20 the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] 

25 

FIG. 1 is a diagram showing a configuration of the 
non-volatile semiconductor memory according to 
an embodiment of the present invention; 
FIGS. 2A-2D are timing charts for an explanation of 
30 the operation in OTP mode; 

FIG. 3 is a diagram showing circuit configurations of 
Y gates, a password region and an OTP region in 
the non-volatile semiconductor memory shown in 
FIG. 1; 

35 FIG. 4 is a diagram showing a configuration of the 

decision circuit shown In FIG. 1 ; 
FIG. 5 is a diagram showing a configuration of the 
output control circuit shown in FIG. 1 . 

40 DESCRIPTION OF THE PREFERRED EMBODI- 
MENTS 

[0013] Hereinafter, a non-volatile semiconductor 
memory with a normal operation mode and an OTP 
45 mode as a certification mode according to an embodi- 
ment of the present invention will be described with ref- 
erence to the drawings. It should be noted that identical 
marks in the drawings indicate an identical or equivalent 
part. 

so [0014] FIG. 1 is a diagram showing a configuration 
of the non-volatile semiconductor memory according to 
an embodiment of the present invention. As shown in 
FIG. 1 , the non-volatile semiconductor memory includes 
a decision circuit 1 , an X decoder 3, a decoder 1 0, a Y 

55 decoder 4, Y gates 5,6, a main memory region 7, an 
OTP region 9, a password region 1 1 , an output control 
circuit 12 and a random data generating circuit 20. 
[0015] An X address A0~An+m and a Y address 
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are input to the X decoder 3 and the Y decoder 4 
respectively. An OTP control signal is input to the 
decoder 10. The Y gates 5,6 are connected to the Y 
decoder 4, and the main memory region 7 is connected 
to the X decoder 3 and the Y gate 6. Furthermore, the 
OTP region 9, being connected to the X decoder 3 and 
joined to the main memory region 7, stores OTP data 
such as a password and an ID number. The password 
region 11, being connected to the decoder 10 and 
joined to the Y gate 5, stores a password. The output 
control circuit 1 2, being connected to the decision circuit 
1 and joined to the Y gate 6, is supplied with an OTP 
control signal. The random data generating circuit 20 
generates random data and supplies the random data 
to the output control circuit 12. 

[0016] It should be noted that a rewrite on the 
stored OTP data is forbidden in the OTP region 9. 
[0017] An outline of the operation of the above non- 
volatile semiconductor memory shown in FIG. 1 will be 
described below with reference to the timing charts of 
FIGS. 2A-2D. 

[0018] As seen in FIG. 2A, the device operates in 
the normal operation mode when the OTP control signal 
is set to the low (L) level. In the normal operation mode, 
the device can read out and write in the desired data to 
the memory cell (not shown in drawings) in the main 
memory region 7 according to a X address A0~An+m 
and a Y address. 

[0019] Next, as shown in FIG. 2A, when the OTP 
control signal is set to the high (H) level by a supplied 
external command and the like, the non-volatile semi- 
conductor memory enters the OTP mode. In the OTP 
mode, it is certified that the password input by a user is 
identical to the previously stored password. At this time, 
as seen in FIGS. 2B and 2C, an OTP address with an X 
address A0~An and an Y address, and a password with 
an X address An+1 ~An+m are input simultaneously. 
[0020] Hereupon, as shown in FIG. 1, the X 
address A0~An and the Y address are supplied to the X 
decoder 3 and the Y decoder 4 respectively. In addition, 
a password with a X address An+1 ~An+m is supplied to 
the decision circuit 1 . 

[0021] It should be noted that the X address An+1 
~An+m is used for appointing a memory block in the 
main memory region 7 and row address in the normal 
operation mode, however, the X address An+1~An+m 
is not used in an access to the OTP region 9 since the 
storage capacity of the OTP region 9 is extremely small 
compared to that of the main memory region 7. Hence, 
in the non-volatile semiconductor memory according to 
this embodiment, the X address An+1~ An+m, which is 
not used in an access to the OTP region 9, is used for 
inputting a password from the outside. 
[0022] The X address A0~An and the Y address 
are used as a row address and a column address 
respectively for addressing a memory cell in the main 
memory region 7 in the normal operation mode, and 
used for addressing a memory cell in the OTP region 9 



in the OTP mode. In addition, the above Y address is 
also used as a column address for addressing the data 
to read out from the password region 1 1 in the OTP 
mode. 

5 [0023] The decision circuit 1 compares an X 
address An+1~An+m input as a password from the out- 
side with a password read out from the Y gate 5, and 
supplies a high-level output control signal to the output 
control circuit 12 when it is decided that the password 

10 input from the outside is correct. At this time, as shown 
in FIG. 2D, the output control circuit 12 outputs an OTP 
data read out from the OTP region 9. 
[0024] On the other hand, a low-level output control 
signal is supplied to the output control circuit 12 by the 

15 decision circuit 1 when an incorrect password is input 
from the outside. Then, as seen in FIG. 2D, the output 
control circuit 12 outputs random data, being generated 
by the random data generating circuit 20, as dummy 
data. 

20 [0025] FIG. 3 is a diagram showing circuit configu- 
rations of the Y gates 5,6, the password region 1 1 and 
the OTP region 9 in the non-volatile semiconductor 
memory shown in FIG. 1. It should be noted that the 
main memory region 7 is omitted in FIG. 3 for conven- 
es ience. 

[0026] As shown in FIG. 3, each Y gate 5,6 includes 
m sets of n+1 transistors Tr that are arranged in a row, 
on the gates of which a column address (Y address) 
yd0~ydn with n+1 bits is supplied. Namely, the column 

30 address is shared when data are read out and written in 
on the password region 1 1 and the OTP region 9. 
[0027] Further, since the device has the above con- 
figuration, a password Q0~Qm-1 with m bits is output 
from the Y gate 5 to the decision circuit 1 , and a data 

35 D0~Dm-1 with m bits is output from the Y gate 6 to the 
output control circuit 12. 

[0028] The password region 1 1 has a memory cell 
array with the same configuration as that of the OTP 
region 9. To be more precise, the password region 1 1 

40 includes non-volatile memory cells MC which are con- 
nected respectively between a transistor Tr in the Y gate 
5 and a ground node, and the gates of which are con- 
nected to the wordline WL_PASS. Then each bit line 
BLP included in the password region 1 1 is connected to 

45 the decision circuit via the Y gate 5. 

[0029] The OTP region 9 includes non-volatile 
memory cells MC which are connected respectively 
between a transistor Tr in the Y gate 6 and a ground 
node, and the gates of which are connected respec- 

50 tively to any one of the wordlines WL_OTP0~ OTPx. 
Then each bit line BLP included in the password region 
1 1 is connected to the decision circuit via the Y decoder 
5. Then, as shown in FIG. 3, each bit line BL, where the 
non-volatile memory cells MC are connected, is con- 

55 nected to the output control circuit 1 2 via the Y gate 6. 
[0030] FIG. 4 is a diagram showing a configuration 
of the decision circuit 1 shown in FIG. 1. As shown in 
FIG. 4, the decision circuit 1 includes exclusive NOR cir- 
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cuits 13-15 and an AND circuit 16. Each exclusive NOR 
circuit 13-15 is supplied with a signal having a prede- 
termined bit of the X address An+1 -An+m and a signal 
having a predetermined bit of the password Q0~Qm-1 
output from the Y gate 5. The AND circuit 1 6 is supplied 
with signals output from the exclusive NOR circuits 
13-15 and the OTP control signal, and outputs the out- 
put control signal. 

[0031] FIG. 5 is a diagram showing a configuration 
of the output control circuit 12 shown in FIG. 1. As 
shown in FIG. 5, the output control circuit 1 2 includes an 
exclusive NOR circuit 17, an output node Nout, switch- 
ing elements SW1 , SW2, and an inverter INV. The 
exclusive NOR circuit 1 7 is supplied with the output con- 
trol signal from the decision circuit 1 and the OTP con- 
trol signal. The switching element SW1 is connected 
between the output node Nout and the Y gate 6, and is 
controlled according to the signal from the exclusive 
NOR circuit 17. The inverter INV inverts a signal sup- 
plied from the exclusive NOR circuit 17. The switching 
element SW2 is connected between the random data 
generating circuit 20 and the output node Nout, and is 
controlled according to the signal from the inverter INV. 
It should be noted that both of the above switching ele- 
ments SW1 , SW2 are made "on" by being supplied with 
a high-level signal, and made "off" by being supplied 
with a low-level signal. 

[0032] Hereinafter, the operation of the above non- 
volatile semiconductor memory according to the 
embodiment of the present invention will be described 
in detail. 

[0033] In the normal operation mode, as described 
above, the device can read out and write in the desired 
data to the memory cell (not shown in drawings) in the 
main memory region 7 according to a X address 
A0~An+m and a Y address. 

[0034] Then, since the OTP control signal is set to 
the low level in the normal operation mode, the output 
control signal output from the AND circuit 16 shown in 
FIG. 4 is also set to the low level. Therefore, the switch- 
ing element SW1 has the on-state all the time since the 
output signal of the exclusive NOR circuit 17 shown in 
FIG. 5 is set to the high (H) level in the normal operation 
mode. Then, data D0~Dm-1 selected in the Y gate 6 is 
output from the output node Nout. It should be noted 
that the switching element SW2 has the off state con- 
stantly at this time. 

[0035] Next, the decision circuit 1 has an enable 
state in the OTP mode where the OTP control signal is 
set from the low level to the high level because the OTP 
control signal is supplied to the AND circuit 16 as seen 
In FIG 4. At this time, the wordline WL_PASS included 
in the password region 11 is boosted to the level 
whereby the readout of data is possible. After the device 
enters this mode, the OTP address with a X address 
AO- An and a Y address, and a password with a X 
address An+1 -An+m are input simultaneously to the 
device. Then, the X address A0~An and the Y address 



are supplied to the X decoder 3 and the Y decoder 4 
respectively. In addition, the password with the X 
address An+1 -An+m is supplied to the decision circuit 
1. 

5 [0036] In the above, the memory cells MC1 which 
are arranged in the same column of the password 
region 11 are also selected simultaneously when the 
memory cells MC1 in the OTP region 9 are selected 
according to a high-level signal yd1 as seen in FIG. 3 for 

w example. The reason is that the above Y address is also 
used as the column address for selecting data to read 
out from the password region 11 in the OTP mode. In 
this way, a data D0-Dm-1 with m bits is output as the 
OTP data from the OTP region 9 to the output control 

15 circuit 12, and a password Q0~Qm-1 with m bits is 
read- out from the password region 11 to the decision 
circuit 1 . 

[0037] It should be noted that many passwords can 
be stored without enhancement of the chip area since 

20 non-volatile memory cells MC included in the password 
region 1 1 store a password corresponding to each col- 
umn address supplied from the outside. 
[0038] Then, the decision circuit 1 shown in FIG. 4 
compares a X address An+1 -An+m, being input as a 

25 password from the outside, with a password Q0~Qm-1 
having m bits read out from the password region 1 1 . 
[0039] To be more precise, the exclusive NOR cir- 
cuit 13-15 decides whether the password Q0-Qm-1 is 
identical to every corresponding bit with the X address 

30 An+1 -An+m. Thus, a high-level output control signal is 
supplied to the output control circuit 12 by the AND cir- 
cuit 16 only when the exclusive NOR circuit 13-15 
decides that the password Q0~Qm-1 is identical on all 
corresponding bits with the X address An+1 -An+m. 

35 [0040] The output control circuit 12 outputs data 
D0~Dm-1 read out from the OTP region 9 as seen in 
FIG. 2D since the switching element SW1 switches "on" 
according to a high-level output signal of the exclusive 
NOR circuit 1 7 shown in FIG. 5 when the output control 

40 circuit 12 is supplied with the high-level output control 
signal by the decision circuit 1 . 

[0041] On the other hand, the exclusive NOR circuit 
17 is supplied with a low-level output control signal by 
the decision circuit 1 when an incorrect password is 

45 input from the outside. Then, the switching element 
SW1 switches "off" and the switching element SW2 
switches "on" since an output signal of the exclusive 
NOR circuit 17 shown in FIG. 5 is set to the low level. 
Therefore, as seen in FIG. 2D, the output control circuit 

50 12 outputs a random data generated by the random 
data generating circuit 20 as dummy data, being differ- 
ent from the proper data D0~Dm-1 read out from the 
OTP region 9. 

[0042] On the above, another configuration can be 
55 proposed for preventing an unauthorized access to the 
system having the above non-volatile semiconductor 
memory. 

[0043] Namely, the non-volatile semiconductor 
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memory stores first and second passwords for protec- 
tion against the unauthorized access in the password 
region 11 and in the OTP region 9 respectively. In such 
a system, as the first stage, a user needs to input a 
password that is identical to the password stored in the 5 
password region 1 1 of the device. Then the second 
password, being stored in the OTP region 9, is output 
from the non-volatile semiconductor memory to the inte- 
rior of the system when the password input by the user 
is identical to the password stored in the password w 
region 1 1 . 

[0044] Furthermore, the user needs to input a pass- 
word that is identical to the above second password to 
the system so that the access to the above system can 
be permitted. 15 
[0045] Therefore, according to the above configura- 
tion, double passwords can be used in the system 
including the non-volatile semiconductor memory. 
[0046] As described above, according to the non- 
volatile semiconductor memory as an embodiment of 20 
the present invention, the security function is improved 
without enhancement of the circuit scale by utilizing a 
part of an address signal, being unused in the OTP 
mode, for the input of a password. Furthermore, an ille- 
gal user can not recognize whether the output data is 25 
proper or not because dummy data is output when the 
password input from the outside is incorrect. Thus, 
since the non-volatile semiconductor memory according 
to the embodiment of the present invention can make it 
more difficult for the user to determine whether the 30 
password input by the user is correct or not, the device 
can improve the security function in this way too. 
[0047] The present invention is not limited to the 
specifically disclosed embodiment, and variations and 
modifications may be made without departing from the 35 
scope of the present invention. 

[0048] The present application is based on Japa- 
nese priority application No. 1 1 -264429 filed on Septem- 
ber 17, 1999, the entire contents of which are hereby 
incorporated by reference. 40 

Claims 



The non-volatile semiconductor 
claimed in claim 1 , wherein: 



memory as 



said output control portion outputs the certifica- 
tion data read out according to an address, 
being included in said address signal, on said 
certification data storage portion in case that 
said decision circuit decides that the password 
included in said address signal is identical to 
the password stored in said password storage 
portion. 



The non-volatile semiconductor 
claimed in claim 1 , wherein: 



memory as 



said password storage portion shares a column 
address with said certification data storage 
portion. 

The non-volatile semiconductor memory as 
claimed in claim 1 , further comprising a main mem- 
ory region, wherein: 

said certification data storage portion includes 
a memory cell array joined to said main mem- 
ory region. 



5. The non-volatile semiconductor 
claimed in claim 1 , wherein: 



memory as 



said password storage portion stores a plurality 
of passwords corresponding respectively to 
column addresses supplied to said certification 
data storage portion. 



The non-volatile semiconductor 
claimed in claim 1, wherein: 



memory as 



the password included in said address signal is 
formed in a part of said address signal, the part 
being unused for accessing said certification 
data storage portion. 



1. A non-volatile semiconductor memory comprising: 

a certification data storage portion storing cer- 
tification data; 

a password storage portion storing a pass- 
word; 

a decision circuit deciding whether a password 
included in an address signal is identical to the 
password stored in said password storage por- 
tion; and 

an output control portion controlling readout of 
the certification data from said certification 
data storage portion according to a decision by 
said decision circuit. 



45 



50 



55 



The non-volatile semiconductor 
claimed in claim 1 , wherein: 



memory as 



at the least said password storage portion and 
said certification data storage portion have an 
identical memory cell array structure; 
a bit line included in said password storage por- 
tion is connected to said decision circuit; and 
a bit line included in said certification data stor- 
age portion is connected to said output control 
portion. 



The non-volatile semiconductor 
claimed in claim 1 , wherein: 



memory as 



5 
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said certification data storage portion stores a 
second password for protection of a system 
including said non-volatile semiconductor 
memory. 

5 

9. The non-volatile semiconductor memory as 
claimed in claim 1, wherein: 

said output control portion outputs dummy data 
in case that said decision circuit decides that 10 
the password included in said address signal is 
not identical to the password stored in said 
password storage portion. 

10. The non-volatile semiconductor memory as 15 
claimed in claim 9, further comprising a dummy 
data generating circuit for generating random data 
supplied as said dummy data to said output control 
portion. 
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